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Cyber threats are...
& b
... evolving, persistent, borderless, disruptive
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Q loT Mirai Botnet (DYN DDoS
attack, 1.2 Tbps)

O Hong Kong “pump & dump”
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“Robbing one person at a time using a knife or gun doesn’t scale well. But now one person can rob millions at the
click of a button”

Marc Goodman of the Future Crimes Institute




Painting the cyber threat landscape...

Source: LogRhythm, Information is Beautiful 3,930 breaches

“World’s Biggest Data Breaches” in 2015
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A smart financial centre...

... has fo be a
safe financial centre

... heeds to address and
manage the risks from </
persistent cyber threats J L




MAS adopis a 4-pronged cyber security strategy
for the financial sector...

B e
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Regulation Supervision Surveillance Competency and
and and capability
guidance information sharing development

Provide guidance to the Perform supervision to Maintain situational Build competencies and

financial sector in assess the quality of awareness through capabilities, and

managing cyber risk cyber risk management surveillance, research, collaborate with industry
in Fls and info sharing to uplift cyber resilience

... developed and refined based on inputs from the

MAS Cyber Security Advisory Panel (CSAP)



MAS adopis a 4-pronged cyber security strategy
for the financial sector...
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MAS’ cyber security sirategy for the financial sector

Regulation
and

guidance

Provide guidance to the
financial sector in
managing cyber risk




Cyber risk management in a nutshell
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MAS guides Fls using rules and guidelines

NoTICE | Notice Guidelines Circulars /
Requirements that allow Fls to Supervisory expectations Advisories
—  implement conftrols that are applicable to all Fls in Ad-hoc circulars
proportionate to risk and impact Singapore and advisories

... set out key objectives ... set out supervisory expectations on good technology risk

management (TRM) practices

Q Vulnerability assessment

|dentify critical Notify MAS of IT management -
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and outages of esting (PT)
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Updating our rules...

... by issuing a new Notice on Cyber Hygiene Practices

To ensure all financial institutions
put in place an effective set of
cyber security controls to protect
themselves against cyber
attacks




And more updates..

... by reviewing the TRM Guidelines

to provide more specific cyber guidance and to include guidance on new technologies
and emerging risks

Shaping international cyber security
standards...




MAS’ cyber security sirategy for the financial sector

]

Supervision

Perform supervision to
assess the quality of
cyber risk management
in Fls




Supervised Entities

Need for
1,200+ Risk-Focused
Fls in Supervision

Singapore
N



MAS’ IT supervision approach...

1

supervisory

. Is risk focused
\

1,200+ == Impac

Financial &
Institutions R.
isk

. and involves striking a balance

resources &
intensity

IT Supervision

Staff On-site
Inspections

On-site Inspections
Q Focused on key Fls

Q Scope can include review of IT operations, or thematic
review on specific type of systems (e.g. wholesale
payment systems, securities tfrading platforms, etc.)

Determine . Adherence fo Develop
_LI Fls™ cyber MAS GAPS ,remedlol

security regulations

lan
posture elgle! guidelines P

Larger and more inter-connected

Smaller and less complex

Off-site ~5%

Reviews of all Financial
Institutions

Off-site Reviews
O Leverage Quantitative Risk Assessment

Methodology (QRAM) to perform

automated review based on scoring
template




MAS’ cyber security sirategy for the financial sector
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Surveillance
and
information sharing

Maintain situational
awareness through
surveillance, research,
and info sharing



Cyber surveillance and info-sharing are important in

developing cyber situational awareness
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Driving cross-border collaboration and cyber threat
information-sharing

@ e Bilateral, Multilateral
e FI2FI, FI2ZR, R2FI, R2R
{M\? FI denotes financial institfution, R denotes
regulator)

e Voluntary, Timeliness, Effectiveness,
Confidentiality

()

e Incident, information

all

@ﬁs e TLP, faxonomy, mode, frequency



MAS is sector lead in a tiered surveillance framework

Global Authorities
& CERTs

il

Peer Central
Banks, Regulators
& International
Bodies

National Level (CSA)

CSA performs surveillance at the national level and
disseminate relevant intel to Sector Leads

Sector Level (MAS)

MAS performs surveillance at the sector level to connect
the dots across FIs and disseminate relevant intel to Fls

Institutional Level (MAS/Fls)

MAS/FlIs perform surveillance over their own IT environment
and respond to cyber attacks

g5

Security Service
Providers (MSSPs)




MAS’ FS-SOC works closely with FIs’ SOCs and CSA’s
National SOC to maintain cyber situational awareness

CSA’s

National SOC

FS-SOC
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MAS’ cyber security strategy for the financial sector

Competency and
capability

development

Build competencies and
capabilities, and
collaborate with industry
to uplift cyber resilience




MAS’ efforts to bolster cyber security competencies and
capabilities in the financial sector...

... Include uplifting cyber security skillsets in the financial sector

e
w

Memorandum of Understanding mwl Technology Skills Accelerator (TeSA)
l@ with Local Polytechnics % FinTech Collective

- — Financial Sector Technology & fli=G73R Singopore FinTech Festival's
Innovation (FSTI) Scheme - Technology Risk Conference




MAS parinered with the indusiry to improve
cyber security capabilities

2013

The Association of Barks
in Sngapore

July 2013

A Standing Committee on Cyber
Security (“SCCS”) founded under

ABS’ guidance

2014

Q Study Trip to US

August 2014

Q Provided cyber security guidance to
Operation Raffles IV (IWE2014)

September 2014

a Inaugural Financial Sector —
Information Security (“FS-IS”) Forum
launched

O Developed ABS-FITA Cyber Security
Master Class program for SMU

October 2014

Q 274 ABS Technology Risk Seminar

Q Developed Cyber Incident
Management Framework (CIMF)

2015

February 2015

Q 279 FS-IS Forum

Q Post-IWE2014 Improvement Work
Stream:s Initiated

May 2015

4 Published ABS Penetration Testing
Guidelines

Q Developed Focus Group on Talent
Development of Infocomm Security
Professionals

August 2015

Q 39 FS-IS Forum

September 2015

Q Cloud Computing Taskforce formed

November 2015

Q 3@ ABS Technology Risk Seminar

December 2015

QA Drafted Cloud Computing
WhitePaper

2016

Q Established working group in
emerging technologies,
methodologies and |IOT

April 2014

a Study Trip to Israel

Q Published ABS Cloud Computing
Guidelines

July 2016

Q Industry Briefing on ABS Cloud
Computing Implementation Guide

November 2016

Q 39 ABS Technology Risk Conference
(part of MAS Fintech Festival)

O Conducted cyber crisis table-top
exercise (#OPSABSCISE) for SCCS
member Fls

2017

March 2017

Q #OPSABSCISE Post Mortem report
published

April 2017

4 Social Engineering Testing Working
Group Formed

July 2017

Q Provided joint consultation feedback
to Singapore draft Cybersecurity Bill

Q 4th FS-IS Forum

August 2017

Q Participated in ABS Exercise Raffles V

O TRM Guidelines Review Working
Group formed

Q Conducted industry-wide social
engineering assessment (SEEP-X)




MAS parinered with the indusiry to improve
cyber security capabilities

July 2013
A Standing Committee on Cyber

Security (“SCCS”) founded under
ABS’ guidance

ST 2015 © 2016 ¢

March 2014 July 2016 August 2017
Q Study Trip to US Q ABS Penetration a ABS Cloud Q Exercise Raffles V
Testing Guidelines Computing

. Q Industry-wide
Implementation Social Engineering
Guide Exercise







Thank you!



