
SINGAPORE 26/07/2018
CYBER RISKS AND BIG DATA

FROM DATA BREACH TO ALGORITHMS
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Banks and Insurances

REGULATORY: RISKS OF SANCTION
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EU: GDPR
Sg: PDPA

EU: Solvency 2
Sg: MAS controlBALE III

privacy of 
personal data

Authenticity
and Availability

of technical
data

Accreditation 
Risk

* GDPR : General Data Protection Regulation
* PDPA : Personal Data Protection Act 2012



STANDARDS AND VALUES: FRENCH CASE
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NPA5
(Institut des Actuaires’ standard)

This standard is about:
Algorithm’s uses and data 

retention best practices
Reputational 

risk

Actuary or data scientist have the 
interpretation responsability



DATA SCIENTIST JOB: A SOURCE OF RISK
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Uses Internet of Things and 
other connectors

◼ Data gathering

◼ Tools with web interface

Is not well trained to cyber 
security

◼ Training is focused on 
modelling

Has access to sensitive data

◼ Process company data

◼ Wide access to data

Works Under pressure

◼ For CxO level

◼ With unclear expectationsData Scientist



4 EXAMPLES AND BEST PRACTICES

Buffer 
Overflow SQL Injection

Breach of a 
Database

Algorithm 
Manipulation
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Some best 
practices 
for Data 
Scientist

Or
Actuary



EXAMPLE 1: BUFFER OVERFLOW

You copy an 
outcoming string with 

a C application

Controls are 
not 

implemented

An attacker 
can take 

control of your 
application
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How to protect yourself ?

Use high-level language like Python or R which are 
natively protected.



EXAMPLE 2: SQL INJECTION
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You send directly 
SQL requests to your 

database

Someone 
inject a 

request in a 
variable

The request is 
executed and 
the database 

is altered

How to protect yourself ?

Use a high-level library to manage your SQL queries.



EXAMPLE 3: BREACH OF A DATABASE

To prepare your data 
you need a local copy

Your 
workstation is 

infected

Local copy 
aren’t 

encrypted 
and are stolen
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How to protect yourself ?

Delete local copy and save results in a secured space.



EXAMPLE 4: ALGORITHM MANIPULATION

Mars 2016 Microsoft 
launch a Twitter AI

People teach 
it to use 

racist 
language

After one day 
the AI write 

racist remark
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A new threat

The actuary is accountable and till now, no best practice or 
standard could help him to avoid this type of threats

Note: recognition of the 
threat for real cases may be 

harder to see for human



CRI4DATA SOLUTION

Expertise
Our experts help to 
design insurance 

solutions

Platform
IT suite ready to be 

implemented to 
mange underwriting, 

prevention and 
claims

Roll out
Training sessions for 

the workforce
And Digital

Marketing suits

10

Help firms to improve their cyber resilienceOur mission

Assess cyber risk and advisory to hedge it
Help insurance companies to accelerate their cyber insurance 
product’s time to market 

Our approach

Our offerings


