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Recent Incidents (1)
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Bangladesh Bank was the highest 
profile victim of SWIFT fraudsters, 
but it was also disclosed that 
Ecuadorean bank Banco del 
Austro fell victim to a SWIFT attack 
in 2015. 

The bank lost $12 million when 
hackers gained access to the codes 
the bank used to move money via 
SWIFT. The stolen cash was moved 
to accounts in Hong Kong, Dubai, 
New York and Los Angeles.

Source: Trend Micro

http://www.trendmicro.com.hk/vinfo/hk/security/news/cyber-attacks/a-rundown-of-the-biggest-cybersecurity-incidents-of-2016


Recent Incidents (2)

• WannaCry attack map 
after 24 hours

• Demanded US$300 in 
Bitcoin per computer

• Other famous 
ransomware in 2017 
includes Petya and 
Bad Rabbit
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Image source: The Sun

https://www.thesun.co.uk/tech/3709244/leaked-nsa-explodingcan-cyber-weapon-could-spark-global-hack-attack-on-scale-of-wannacry/


Biggest Data Breaches
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Image source: CSO Online Image source: Market Watch

https://www.csoonline.com/article/2130877/data-breach/the-16-biggest-data-breaches-of-the-21st-century.html
https://www.marketwatch.com/story/equifaxs-stock-has-fallen-31-since-breach-disclosure-erasing-5-billion-in-market-cap-2017-09-14


Major Vulnerabilities

• Now, Meltdown and Spectre, 
which exploit a loophole in CPU 
design (meant for enhancing 
execution efficiency)
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Image source: CRoCS Wiki

https://crocs.fi.muni.cz/public/papers/rsa_ccs17


Nature of the problem

• Technology development
− High interconnectivity of the Internet

− Emergence of net-enabled businesses and the so-called “sharing economy”

− Growing use of sensors and IoT

• People factor
− More sophisticated attackers

− Insufficient user-end awareness and precaution

• National policies
− Update of regulatory frameworks and international collaboration
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Global Trends/Predictions
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McAfee Labs Trend Micro Kaspersky ISF Symantec

Connected home 
devices and privacy

Internet of Things 
(IoT)

Mobile malware IoT hacks: router and 
modem

Internet of Things 
(IoT)

File-less or file-light
malware

Server-less apps 
present new 
vulnerabilities

Enterprise application 
vulnerabilities

Destructive attacks, 
wiper ransomware, 
and cyber warfare

Supply chain attacks Crime-as-a-service Security-as-a-service
(SaaS) and IaaS security

High-value 
ransomware targeting

Ransomware and 
digital extortion

Identity thefts Cryptographic
vulnerabilities

Supply chain risks Attack on the 
cryptocurrency ecosystem

Children’s privacy Business email 
compromise (BEC)

Use of robots in 
social media

UEFI and BIOS
attacks

Regulation IoT, financial Trojans, and 
ransomware

Machine learning 
arms race

Cyber-propaganda 
and fake news

Profiling of targets to 
identify 
vulnerabilities

Unmet board 
expectation on 
security return

Supply chain attacks

Regulation AI and machine learning 
attacks

Machine learning and 
blockchain

Attacks against automation 
movements such as
DevOps



Major Threats: HK Example
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Source: SSH Hong Kong Enterprise Cyber Security Readiness Index 2018 Survey

https://www.hkpc.org/images/2018/bookshelf_img/information-technology/Report-ECSRI_20180425.pdf


Major Threats: HK Example
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Source: SSH Hong Kong Enterprise Cyber Security Readiness Index 2018 Survey

https://www.hkpc.org/images/2018/bookshelf_img/information-technology/Report-ECSRI_20180425.pdf


Cybersecurity Readiness
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Source: SSH Hong 
Kong Enterprise Cyber 
Security Readiness 
Index 2018 Survey

https://www.hkpc.org/images/2018/bookshelf_img/information-technology/Report-ECSRI_20180425.pdf


Investment Focus
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Source: SSH Hong 
Kong Enterprise 
Cyber Security 
Readiness Index 
2018 Survey

https://www.hkpc.org/images/2018/bookshelf_img/information-technology/Report-ECSRI_20180425.pdf


Regulation: HK Example

• HKMA’s Cyber resilience assessment framework (C-RAF)
− Inherent risk assessment

− Cyber maturity assessment

− Roadmap for improvement
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HKMA’s C-RAF
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Other Developments in the Industry

• Security intelligence systems

• Cyber insurance

• AI and machine learning in security detection and protection
− Obviously, in security attack too!

• Blockchain
− High data security and usability

− Collaborative transaction and processing (increase risk or protection?)
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Cybersecurity Strategy

• All of these developments are practically doing (and extending) what 
we have been doing over time

• They help reduce risks due to cybersecurity, but they will never 
eliminate all the risks
− Target, Home Depot, Equifax, and more to come…

• To better protect an organization, we need to go beyond 
technological solutions and investments
− What is missing?
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National Policy and Collaboration

SAS ESSEC Cyber Risk Conference (c) Kai-Lung Hui, 2018 16



National Policy and Collaboration

• Attackers are economic agents who do cost-benefit analysis
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• DDoS attacks decreased 
in countries enforcing 
cybercrime laws

• The attacks are shifted to 
countries not enforcing 
the laws

• The more countries 
enforcing the law , the 
bigger the decrease



National Policy and Collaboration
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Economics of Cybersecurity
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𝑃𝑟𝑜𝑏 𝑐𝑜𝑚𝑚𝑖𝑡𝑡𝑖𝑛𝑔 𝑐𝑦𝑏𝑒𝑟𝑐𝑟𝑖𝑚𝑒
= 𝑓 𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑 𝑛𝑒𝑡 𝑏𝑒𝑛𝑒𝑓𝑖𝑡
= 𝑔 𝑟𝑒𝑣𝑒𝑛𝑢𝑒 𝑓𝑟𝑜𝑚 𝑐𝑟𝑖𝑚𝑒 − ℎ(𝑐𝑜𝑠𝑡 𝑜𝑓 𝑐𝑟𝑖𝑚𝑒)

Why did the criminals attack us? How to increase this?

How to motivate better protection?



Economics of Cybersecurity

• Misaligned incentives
− Quality of security service depends on the effort input by multiple parties –

end users, IT staff, service providers

− This gives rise to the double moral hazard problem
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End 
user

Service 
provider

Security 
service 
quality

• Not logging off computer accounts when 
leaving the office

• Use easily memorable passwords such as 
date of birth

• Not responding to firewall alerts

• Develop sub-standard software or web 
services

• Not patching software
• Not actively monitor IDS and firewall



Example – The Target Incident
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Image source: 
Shu et al. (2017)

http://people.cs.vt.edu/danfeng/papers/Target-Yao-unpublished.pdf


Common Practice: 
Loss-Based Contract
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝛽𝑗𝑣



Theoretical Efficient Solution (1) –
Multilateral Contract
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝑝𝑖

𝐶𝑘 𝑞𝑘,𝑖

𝐶𝑠 𝑞𝑠,𝑖

𝛽𝑗𝑣



Theoretical Efficient Solution (2) –
Reverse Insurance
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝛽𝑠,𝑗𝑣

𝐵∗𝛽𝑠,𝑗𝑣



Variable-Liability Contract
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

𝛽𝑗𝑣

𝛽𝑗 = 𝑓 𝑞𝑘,𝑗



Threshold-Based Liability Contract
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ex-ante

𝑝𝑗

𝐶𝑘 𝑞𝑘,𝑗

𝐶𝑠 𝑞𝑠,𝑗

ex-post

1 − 𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

ex-post

𝐵 𝑎, 𝑞𝑘,𝑗 , 𝑞𝑠,𝑗

መ𝛽𝑗𝑣

𝑞𝑘,𝑗 ≥ 𝑇𝑗 𝑞𝑘,𝑗 < 𝑇𝑗



Security Service Contract Design

• Liability needs to be assigned properly to incentivize user protection
− Typical loss-based liability contracts don’t work very well

• With after-event auditing, we can allocate liability to end-users based 
on actual effort or threshold effort level
− With limited liability, the threshold-based liability contract produces better 

protection quality and outcomes than third-party or reverse insurance 
contracts

− It is also easier to implement than variable liability contracts and more 
resilient to auditing errors
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Prevention vs. Education

• Should we ban online discussion of malicious attacks?
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Overall: Where is Cybersecurity?
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User 
devices

Business processes

Workflow

Supply 
chain

Apps, OS, 
hardware

Data 
repository

Other 
companies 
or partners

• IoT risks
• Zero-day exploits
• Mobile malware
• Blockchain wallet

• Server-less or file-less apps
• Zero-day exploits
• SaaS or IaaS
• Malware or hardware faults

• Supply chain risks
• Blockchain attacks
• Watering hole attacks (e.g., Target)

• Identity theft
• Ransomware
• Destructive 

attacks (e.g., wipers)

AI and machine learning, cloud computing,
crime-as-a-service, regulation



Concluding Remarks

• We have done a lot in security investment and training
− They are useful and effective in reducing risks

− They help ensure a minimal level of resilience and protection

• Latest developments, such as threat intelligence, big data analytics 
and blockchain, add to our toolbox

• However, a good security plan should include economic and 
psychological factors
− It is time for us to formally include user and attacker motivations into the 

strategic cybersecurity plan
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Concluding Remark

• Protection strategy (what we have been doing)

• Deterrence strategy (how to signal our commitment to would be 
attackers and heighten their punishment)

• Liability sharing strategy (how to motivate our workers and partners 
in taking up their share)
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The missing components in our 
security plan and strategy
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Further Discussion 

• Kai-Lung Hui, PhD
Deputy Head and Chair Professor
Department of Information Systems, Business Statistics, and 
Operations Management
School of Business and Management
Co-Director, Dual-Degree Program in Technology and Management
Hong Kong University of Science and Technology

• Email: klhui@ust.hk
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