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Current Approaches

• Qualitative: e.g. colour coding, categorisation, flow charts.

• Quantiative: e.g. Gordon-Loeb model.
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Gordon-Loeb Model

ENBIS(z) = [ν − S(z , ν)]λt − z

where

• z - spending on security,

• ν - base probability of successful attack, with no spending,

• S(z , ν) - probability of successful attack, with spending z , for
example S(z , ν) = ναz+1,

• λ - fixed loss given successful attack,

• t - probability of an attack occuring.
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ALE

Annualised Loss Expectancy

= Annualised Rate of Occurrence× Single Loss Expectancy

or

ALE = ARO × SLE

From the 1970s (at least); boils down to frequency and severity.

8 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



ALE

Annualised Loss Expectancy

= Annualised Rate of Occurrence× Single Loss Expectancy

or

ALE = ARO × SLE

From the 1970s (at least); boils down to frequency and severity.

8 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



ALE

Annualised Loss Expectancy

= Annualised Rate of Occurrence× Single Loss Expectancy

or

ALE = ARO × SLE

From the 1970s (at least); boils down to frequency and severity.

8 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



ALE

Annualised Loss Expectancy

= Annualised Rate of Occurrence× Single Loss Expectancy

or

ALE = ARO × SLE

From the 1970s (at least); boils down to frequency and severity.

8 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Operational Risk (Op Risk)

9 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Op Risk Mathematical Model

Two elements to an Op Risk model:

• Frequency - How many incidents per year?

• Severity - How much damage occurs per incident?
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Familiar Technology

Just fancy terminology for a garden variety compound Poisson
process:

L(t) =

N(t)∑
i=1

Xi
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Poisson Process
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Compound Poisson Process
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Mitigations by Thinning

• If each arrival “succeeds” independently of other arrivals with
probability q, the loss process is still compound poisson with
intensity qλ.

• Idea: As per Gordon-Loeb, make q a function of spending on
security, z .
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Thinned Compound Poisson
Process
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• “It needs to handle at least four
types of damage!”



• “It needs to handle at least four
types of damage!”



Multivariate is easy!

• Easy! Set j = 1, . . . , J as different types of damage / attack,
then

Lj(t) =

Nj (t)∑
i=1

X j
i

L(t) =
J∑

j=1

Lj(t)

• Sum of compound Poisson is compound Poisson.

• Efficient numerical techniques to find distribution of L(t), in
particular using FFT.
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Lots of Independence
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Use a Copula

• As many different ways to add dependence as there are forms
of independence.

• Simple method: use a (Gaussian) copula function.

L(t) =
J∑

j=1

Nj (t)∑
i=1

X j
i
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Simulation with a Gaussian
Copula
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Simulation with a Gaussian
Copula
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Closed form Mean and Variance

E[L] =
J∑

j=1

E [Nj ]E [X j
1]

Var(L) =
J∑

j=1

{
E[Nj ]Var(X

j
1) + Var(Nj)

(
E[X j

1]
)2}

+
J∑

i=1

J∑
j=1

ρijE[X i
1]E[X j

1]
√

Var(Ni )Var(Nj)1(i 6= j)
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(Free, specific) Data is scarce

• Data is out there! But nothing that is free and suitable.

• Free, unsuitable: Privacy Rights Clearinghouse,
(DataLossDB), Veris Commuity Database, OWASP/WASC
Web Hacking Incident Database, Hackmageddon.

• Not free, suitable: SAS OpRisk Global Data, Cyber Risk
Analytics, Cyber Loss Data by Advisen.
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Some data in Kuypers et al 2016,
Pate-Cornell et al 2018
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Model should work...

34 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Model should work...

34 | Optimisation of Mitigations in a Multivariate Cyber Risk Model | M Bentley, A Stephenson, P Toscas and Z Zhu



Marginals are wrong!
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Use Negative Binomials

• Poisson has E [N(t)] = Var(N(t)) but the data is
overdispersed.

• Use Negative Binomial - basically Poisson, but intensity now
has a Gamma Γ(α, β) distribution.

• There’s extra bookkeeping to deal with the thinning
probabilities qj , but it all works out.
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Marginals are Better
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Multivariate Counts are Plausible
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Multivariate Counts are Plausible
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What about severity?

• Make assumptions on cost per hour of each incident.
(Reasonable, but I’m being sneaky)

• A very rough method to get distribution of severities. (Quite
primitive!)
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Rough method for severities
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Rough method for severities
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How does the model look?
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Output to give to Angry Boss
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Simple model for mitigations

• M possible mitigations, max costs ωm.

• Overall budget z , individual spendings zm (sum to less than
z).

• Piecewise linear function f :
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Simple model for mitigations

• Probability of successful attack of type j , given spendings on
mitigations:

qj(z1, . . . , zM) = q0j

M∏
m=1

f (zm; θmj)
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Simple model for mitigations

• Probability of successful attack of type j , given spendings on
mitigations:

qj(z1, . . . , zM) = max

(
q∗j , q

0
j

M∏
m=1

f (zm; θmj)

)

• Severity given successful attack of type j , given spendings on
mitigations:

X j
i (z1, . . . , zM) = max

(
y∗j ,Y

j
i

M∏
m=1

f (zm;φmj) +
M∑

m=1

f (zm;ψmj)

)
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Where to get values?
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Where to get values?
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Five mitigations

• Application Whitelisting; effective for Malware, costs 200,000
per year.

• Patch Applications; effective for “Other”, costs 200,000 per
year.

• Continuous Incident Detection; effective for Data Spillage and
Lost / Stolen, costs 300,000 per year.

• Antivirus Software; effective for Malware, costs 150,000 per
year

• TLS Encryption; effective for “Other”, costs 150,000 per year.

• Sneaky assumptions!
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No Mitigations Losses
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Equal Spendings
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Optimising for the Mean
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Gaussian Approximation
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Gaussian Approximation
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Shifted Gamma Approximation
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Optimising for the VaR
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Different Strategies
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Weights not quite right
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Weights not quite right
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Do the ρij actually do much?

Consider a measure of overall dependence as

dependence =

∑
i 6=j ρij

J2 − J

and a measure of overall impact of the correlations as

VaR(dependence)

VaR(0)
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Do the ρij actually do much?

Nope!
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Do the ρij actually do much?

Nope!
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Do the ρij actually do much?

But they could...
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Summary - Two Main Ideas

• A multivariate model for losses.
• A framework to suggest
mitigations.
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Idea I - Multivariate Model

• Use a Gaussian copula:

• Works well enough:

• Output a distribution:
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Idea II - A framework for
mitigations

• Gordon-Loeb: (thinning)
• Use a closed form approximation ... :

• ... to optimise:
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• “Nice, but why is the optimisation
static and continuous in zm?”

Mark.Bentley@data61.csiro.au
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