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Learning out come Agenda

• Cyber Risk – Insurance  

• Core Insurance System &   Data Breaches in Insurance System

• Threats Landscape – Challenges  - Opportunities

• Regulations and Development

• Counter Measure ,  Mitigating Solutions and Controls

• Indian Cyber Security  Initiatives  - Use Cases 



Cyber Risk – Insurance Sector

• Cyber Risk - “The combination of the probability of an event occurring 
within the realm of an organisation’s information assets, computer and 
communication resources and the consequences of that event for an 
organisation.”

• Insurance Sector - Identified several additional cyber security incidents 
experienced by insurers in multiple jurisdictions, including attacks against 
personal lines, travel, health, and marine insurers.



Cyber Risk – Insurance Sector

• Cyber risk presents a growing challenge for the insurance sector, to address.
Insurers collect, store, and manage substantial volumes of confidential
personal and commercial information.

•These reservoirs of data, insurers are prime targets for cyber criminals who
seek information that later can be used for financial gain through extortion,
identity theft, or other criminal activities.

•In addition, because insurers are significant contributors to the global
financial sector, interruptions of insurers’ systems due to cyber security
incidents may have far-reaching implications.



Cyber Risk - Insurance
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Cost of Data Breach



Cyber Risk - Posture
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Insurance System

• In general, the insurance sector faces cyber risk;

• From both internal and external sources

• Third parties.

• Insurers collect, process, and store substantial volumes of data

• Personally identifiable information.  (PII)



Insurance System

Insurers are connected to other financial institutions 

• Multiple channels 
• Investment
• Capital raising
• Debt issuance activities

• Insurers outsource a variety of services.

• Exposure to cyber risk.



Effects of Cyber Threats

• Severe and lingering harm for the policyholders 

• Significant legal.

• Regulatory.

• Operational costs.

• Reputational damage. 

• Loss in public trust. 



Emerging trend in Threats

• Critical Infrastructure – Smart Cities, SCADA, Power Grids, DCs,        
Transportation , Metro Rails    

• Critical Services - Financial Systems , Health care  , 
Aviation, Tele Communication

• Next Generation Solutions  - IoT Solutions , Block Chain, SMAC 

• eGovernance Solutions

• Human Behavioral  - Cyber Terrorism 



Critical Infrastructure



Rail Systems



Rail Systems - Security



Next Gen Technologies



Challenges

• Assessment of  Loss Due to Cyber Attack

• Claim Analysis in disruption 

• New Product Development for Cyber Insurance for Cyber Crimes



Opportunities to reduce the risk 

• Vulnerability  & Threat Assessment

• Cyber Liability Insurance Products for emerging Solutions

• Skill Development in Cyber Security Monitoring
Security Operation Center
Network Operation Center 

• Countering cyber risk

• Security Auditing  Assessment Skill  & Standards (ISO 27000 series, COBIT, 
TOGAF, CISA)

• Awareness on Cyber Security (People , Process and Technology)



Parameter for Assessment - Challenge



Cyber Liability Product Development 



Developing Cyber Security Strategy 



Information Security – IT Security



Regulations and Development

Insurance Core Principles (ICPs) do not specifically address cyber risk and
cyber resilience, they provide a general basis for supervisors to address the
insurance sector with respect to cyber risk and cyber resilience by requiring
the management of significant risks and related internal controls.

• ICP 7 (Corporate Governance)

• ICP 8 (Risk Management and Internal Controls)

• ICP 9 (Supervisory Review and Reporting)

• ICP 19 (Conduct of Business)

• ICP 21 (Countering Fraud in Insurance)



Regulations and Development

Particularly regarding information exchange and supervisory cooperation, 
the following ICPs are relevant as well:

• ICP 3 (Information Exchange and Confidentiality Requirements)

• ICP 25 (Supervisory Cooperation and Coordination)

• ICP 26 (Cross-border Cooperation and Coordination on Crisis Management).



Counter Measures Controls 

• Counter Measures

• Mitigating Solutions

• Controls



Most used Password 



Password 



Counter Measures

• Cyber Risk 

• Insurance 



Mitigating Solutions Controls 

• Counter Measures

• Mitigating Solutions

• Controls



Indian Cyber Security  Initiatives– Use Case

• NISP 2013

• NCIIPC

• CERT-In

• Sectorial Solutions 

• GST



Indian Cyber Security  Initiatives– Use Case

• Reserve Bank of India (RBI)

• CERT-Fin

• IDRBT

• IRDAI

• IT Act (A)2008 

• UIDAI

• NPCI   

• SEBI
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Activities in Workshop
• Use Cases on Cyber Threats

• Threat Finding Activity

• Resolutions and Controls

• Interactive session

• Team based activity for complete cycle of PDCA on use case

• Product Development on Cyber Liability parameter find in case Attack



Agenda
• Insurance Cyber Risk 

• Core Insurance System &   Data Breaches in Insurance System

• Threats Land scape - Smart Cities, IoT, Critical Infrastructure, Banking 
Solutions, SCADA Systems, Power Grids, Data Centers, Human Resource 
Behavioral , Third party Motor Vehicle, Health Data, Metro Rails System, 
SMAC

• Opportunities –Vulnerability Gap Assessment, Cyber Liability Insurance 
Products, Skill Development in Cyber Security Monitoring , SOC,NOC

• Involvement  C- Suite and Board in Cyber Risk Security.

• Challenges – Assessment of  Loss, Claim Analysis in disruption, Acturial
Analysis for New Product Development for Cyber Insurance

• Indian Cyber Security Use Cases 



Cyber Risk - Insurance


