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Introduction
What is Cyber (Re)insurance?

• The development of information technology and online connectivity has changed the way businesses 

operate. ‘Big data’ and intricate IT systems are vital to today’s economy. Cyber insurance has grown out of 

recognition that cyber-crime and data privacy are amongst the most concerning risks facing organisations 

today.

• ‘Cyber’ is perhaps a misleading term to describe the type of cover offered. The term describes a number of 

coverages for an organisation’s computer system, data and other multimedia activities. These covers are 

typically designed to include the following:

- Data breach and privacy crisis management

- Multimedia Activities and Media Liability

- Network Security Liability

- First party losses – data damage, extortion and business interruption

• Cyber insurance as a product has its origins in the Technology E&O market before gradually evolving into a 

separate cover in its own right.
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Introduction
Evolution of Cybercrime

419 June 2018

Source: Trend Micro Inc
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Introduction
Historical Development of Cyber (Re)Insurance - How has this product 
evolved over time?

•Cyber is underwritten 
by over 60 insurers 
and produces over 
$1bn a year in 
premium income

2014

•Cyber becomes 
privacy

2006

•Following California’s 
example, 48 of the 50 
states have now 
enacted compulsory 
breach notification 
legislation, driving the 
Cyber market in the 
US

2000s

•Privacy breach notice 
laws enacted in 
California, furthering 
demand for Cyber 
products

2003

•Cyber Insurance first 
emerged as a 
product.

1996

619 June 2018

•Expected 
implementation 
of the Reform of 
Data Protection 
Legislation. 
(However, this 
date is a moving 
target). 

2015

• Insurers develop 
international 
offerings. 25 – 30 
markets in 
London

2013/14

•EU announced 
the Cyber 
Security 
Directive, which 
will impose 
minimum security 
measures on 
businesses.

2013

•Reform of Data 
Protection 
Legislation 
released by the 
EU. This detailed 
compulsory 
breach 
notification rules, 
increases in fines 
to be enforced 
and other 
requirements for 
data protection.

2012

• Increased 
reliance on IT 
and high-profile 
hacking scandals 
lead to increase 
in enquiries for 
cyber insurance 
in Europe. 

Mid 2000s

•Data Protection 
Directive in the 
EU.

•Established data 
protection as a 
right for EU 
citizens

1995

Evolution of the US Product

Evolution of the European Product
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Difference between the US and Europe
How does cyber coverage vary between the regions?

In the US, there is no all-encompassing federal legislation 
regulating data protection and individual privacy. 

Each state has their own laws. The complexity of legislation 
combined with mandatory breach notice laws introduces 
opportunities for class action as well as punitive actions by 
regulatory bodies, State AG’s and the Federal Trade Commission.

This means that data privacy is the focus of Cyber.

In Europe, data is viewed as human right and comprehensive 
regulation exists to protect the individual’s data and privacy. 

The collection and purpose of data is subject to strict conditions but 
with limited (€600,000) monetary sanctions, no compulsory 
notification of data subjects and no tradition of class action. 

For European organisations, the Business Interruption element 
(First Party) is of at least equal importance as the Cyber coverage.

719 June 2018
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PII vs. PHI vs. PCI
Black Market Prices of Stolen Digital Assets

819 June 2018

Source: RMS: Managing Cyber Insurance Accumulation Risk
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• California was the first of 48 U.S. States with  security breach notification laws. It became 
effective July 1, 2003.

• Requires notification to any resident of California whose unencrypted personal information was, 
or is reasonably believed to have been, acquired by an unauthorized person.

• Corporations can determine whether they are subject to this statute by reviewing the following 
questions:

– Does their data include "personal information" as defined by the statute?

– Does that "personal information" relate to a California resident?

– Was the "personal information" unencrypted?

– Was there a "breach of the security" of the data as defined by the statute?

– Was the "personal information" acquired, or is reasonably believed to have been acquired, by 
an unauthorized person?

• A corporation that answers yes to all five of these questions must report.

• The statute does not apply to "encrypted" information. 

• "Personal information" means an individual's name in combination with any of the following: 

– Social security number.

– Driver's license number or California Identification Card number.

– Account number, credit or debit card number, in combination with any required security code, 
access code, or password that would permit access to an individual's financial account.

Mandatory Breach Notice Law
Example using California
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Reform of the EU Data Protection Legislation 
What are the proposed EU regulations?

• Must notify the data regulator without “undue delay” and “where 
feasible” within 72 hours of a breach

A 72-hour compulsory notification period

• Fines of up to €20M or 4% of annual turnover

Huge potential fines

• For organisations that process more than 5,000 data subjects in a 
12 month period

• Must act as an independent assessor of compliance, even when 
the handling of customer data is outsourced to third parties

The appointment of a dedicated position of data 
protection officer

1019 June 2018
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Cyber Risk in APAC
Risk in Numbers

1219 June 2018

Source: MMC: Cyber Risk in ASIA-Pacific

APAC cyber risk 

• higher attack frequency 

• higher vulnerability

• less budget in cyber 

security 
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Cyber Risk in APAC
Cyberattacks in APAC – Tip of the iceberg?

1319 June 2018

Source: MMC: Cyber Risk in ASIA-Pacific
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Cyber Risk in APAC
Developments in data privacy regulations

1419 June 2018

Source: MMC: Cyber Risk in ASIA-Pacific
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Cyber Risk in APAC
Cyber (Re) Insurance in Australia

1519 June 2018

• 2000s Stand alone cyber offering mainly from global insurers

• 2013 Larger organizations (banks/retailers) purchasing cyber protection

• 2014 Insurers develop cyber offerings in 13 markets

Changes to Australian Privacy Act and ACORN launched

• 2017 Parliament passing laws mandating cyber security breaches
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Cyber Risk in APAC
Cyber (Re) Insurance in Japan

1619 June 2018

• Two segments of cyber like policies

– Information Leakage Liability policy

– Cyber policy

• 5 carriers provide coverage in Japan Market

• Limited coverage in relation to “apology” expenses
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4. Industry Research and Model
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Causes of Data Exfiltration – Trends over Time

Source: RMS: Managing Cyber Insurance Accumulation Risk
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As at: Q2 2017 Lloyd's RMS AIR Symantec

Model • Cyber-attack Scenarios
• Cyber Accumulation 

Management System

• Analytics of Risk from 

Cyber
• CyberCube

Cyber Security Partner • Various

• Cambridge Centre for 

Risk Studies

• BitSight

• Security Scorecard

• BitSight

• Risk Based Security
• Symantec

Release Date • v1 Q3 2016

• v1 Q3 2016

• v2 Q1 2017

• v3 Expected June 2018

• v1 Q2 2017

• v2 Expected in 2018
• v1 Q1 2018

Coverages • Data Breach, BI, Silent • Data Breach, BI, Silent • Data Breach, BI, Silent • Data Breach, BI

Scenario Catalogue

• 1 IT RDS

• 2 IT scenarios

• 5 OT scenarios

• 5 IT scenarios in v1

• 5 OT scenarios in v2

• Includes Lloyd's-like 

scenarios

• 4 IT scenarios in v1

• Supports own scenarios

• Includes Lloyd's-like 

scenarios

• 23 IT scenarios in v1

• Includes Lloyd's-like 

scenarios

Scenario Narratives • Public • Public • Public • Proprietary

Scenario Parameters • Public • Proprietary • Proprietary • Proprietary

Probabilistic • No • No • No • Yes

Minimum Input • n/a

• Industry (Occupancy), 

Size, Country, Policy 

Terms

• Industry (Occupancy), 

Size, Country, Policy 

Terms

• Industry (Occupancy), 

Size, Country, Policy 

Terms

Summary Output • Scenario Impacts
• Exposure profiles and 

Scenario Impacts

• Exposure profiles and 

Scenario Impacts

• Exposure profiles and 

Year Loss Tables

Aggregation modelling–Knowledge
Major vendors: Aggregation models

Source: GC Research Q2 2017
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As at: Q2 2017 Lloyd's RMS AIR Symantec

Data Breach    

US Blackout *    

UK Blackout *    

Cloud Provider Failure    

Cyber Extortion  

Denial of Service   

Financial Theft  

Offshore Energy *  

Aviation * 

Marine *  

Industrial Plant Fire * 

Commercial Office Fire * 

Aggregation modelling–Knowledge
Major vendors: Scenario coverage

Source: GC Research Q2 2017* OT Scenarios
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Industry Research and Model
Systemic Cyber Catastrophe Events

2119 June 2018

Source: by Lloyd’s and the University of Cambridge’s Centre for Risk Studies
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Industry Research and Model
Deterministic Scenario - Business Blackout

2219 June 2018

Source: by Lloyd’s and the University of Cambridge’s Centre for Risk Studies

Business Blackout

A hypothetical scenario of an electricity blackout that plunges 15 US states including New York 
City and Washington DC into darkness and leaves 93 million people without power.

– A piece of malware infects electricity generation control rooms

– 50 generators overload and burn out

– Parts of the region remain without electricity for a number of weeks

Economic impacts include direct damage to assets and infrastructure, decline in sales revenue 
to electricity supply companies, loss of sales revenue to business and disruption to the supply 
chain.

– The total economic loss is estimated at $243bn, rising to more than $1trn in the most 
extreme version of the scenario

– The total insurance loss is estimated at $21.4bn, rising to $71.1bn in the most extreme 
version of the scenario
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Industry Research and Model
Deterministic Scenario - Business Blackout

2319 June 2018

Source: by Lloyd’s and the University of Cambridge’s Centre for Risk Studies

Insurance Industry Loss Estimation
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Industry Research and Model
Deterministic Scenario - Sybil Logic Bomb Cyber Catastrophe

2419 June 2018

Source: by  University of Cambridge’s Centre for Risk Studies

Logic Bomb

An imaginary world leading database vendor, Sybil, has 50% market share. A logic bomb corruption is placed 
into a routine upgrade of the Sybil database software product. A long latency period (15 to 24 months) between 
activation and discovery of the logic bomb is crucial to the catastrophic nature of the scenario.
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Industry Research and Model
Deterministic Scenario – CAT Modelling Vendors

2519 June 2018

Source: AIR Cyber Risk Solutions

CAT Modelling Vendors

The risk modeling firms 
AIR Worldwide and RMS 
have developed cyber 
exposure databases for a 
large number of 
companies that can be 
used to build a detailed 
picture of possible losses 
under various 
deterministic scenarios.
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CyberCube
Cyber Catastrophe Scenario Probability Models

How often will cyber catastrophe events happen? Which organizations are affected?
What are the financial losses for 

organizations and insurers?

Historical Model

Historical Data

Historical breaches analysis 

U.S. DHHS Breach Data (as of July 2016) – log. scale 
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Expert Model

Expert Surveys

Kill Chain

Probabilistic Kill Chain 
Framework
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Threat Modeling

Threat Intelligence

1. Scenario probability 2. Footprint 3. Financial impact

Interconnections

Virtual / physical value 
chains

Firmographics

Organizational 
statistics

Cost modeling

Actuarial modeling

Cyber / Silent

Multi-LOB framework

>50K publicly disclosed cyber 
events with actual or 

modeled losses for >20K

CyberCube modeling,
calibrated with partners

130 person 
expert panel

>700 aggregation 
events, theoretical attacks and 

near misses

Data from the world’s 
largest cyber security 

company

World’s largest civilian 
Intelligence network 

across 6 threat centers

1,200 specific single 
points of failure

>7MM company 
data set

Scenario catalogue 12 scenario generation techniques resulting in 100s of potential scenarios
~100 priority scenarios covering the material risks impacting  insurers, with ~23 deeply modeled 
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Industry Research and Model
Probabilistic Model - GC ForCas ® CYBER

Overview

• Experience-based approach leveraging database of economic cyber losses

• Factors considered in determining frequency and severity distributions:

–Industry Sector

–Parent Type (Government, Non Profit, Private, Public, etc.)

–Size of Company (Parent Revenue with Employee Count as proxy)

• Frequency incorporates historical industry-level correlations

• Produces ground-up loss distributions for insurer’s cyber insurance portfolio

• Affirmative cover readily modeled, silent cover/endorsements can be included with proper 

premium allocation
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5. Model Data Input and Output
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CyberCube
Model Input

2919 June 2018

CyberCube Model Input

• Insured Name

• Industry (Occupancy)

• Company Size

• Country

• Policy Terms
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Model Input
Why Accurate Insured Name is Important?

3019 June 2018

Source: AIR Cyber Risk Solutions
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CyberCube
Model Output

3119 June 2018

CyberCube Model Output

• Loss AAL, OEP and AEP

• Year Loss Table

• Loss Summary by Scenario

• UW Performance Evaluation



6. Underwriting Coverage
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Underwriting Coverage
Wide Variation in Cyber Coverage

3319 June 2018

Source: RMS: Managing Cyber Insurance Accumulation Risk
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Underwriting Coverage
Wide Variation in Cyber Coverage

3419 June 2018

Source: RMS: Managing Cyber Insurance Accumulation Risk
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Underwriting Coverage
Wide Variation in Cyber Coverage

3519 June 2018

Source: RMS: Managing Cyber Insurance Accumulation Risk



7. Cyber Claims
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Cyber Claims
Global Data Breaches

3719 June 2018
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Cyber Claims
Target Breach

3819 June 2018

A cyber attack started on November 27, 2013, Target personnel 
discovered the breach and notified the U.S. Justice Department by 
December 13th. 

40 million credit and debit cards and 70 million non-card customer 
information are stolen by hackers during that 3 weeks period.

The starting point of that cyber attack is compromising a third-party 
vendor.

Path:
Vendor-portal access  Gain control of Target  servers  Point of sale 
(POS) systems
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Cyber Claims
Target Breach

3919 June 2018

As of January 2017, Target has incurred $292 million in breach-related 
costs including legal fees, crisis communications and forensics costs. 

• $67 million settlement with Visa
• $19 million settlement with MasterCard
• $20 million settlement with Discover and American Express
• $10 million settlement with customers

At the time of the breach, Target had $100 million in cyber insurance 
coverage from multiple underwriters, on top of a $10 million deductible.
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Cyber Claims
Other US Significant Breaches

4019 June 2018

Between April and September of 2014, malware planted on Home Depot’s 
POS system compromised up to 56 million credit and debit cards. As of 
January 2017, this breach has incurred $298 million in expenses, which 
will be partially offset by $100 million in insurance proceeds.

In February 2015, 78.8 million personally identifiable information were 
stolen from Anthem, the largest for-profit managed health care company 
in the Blue Cross and Blue Shield Association. As of December 2015, the 
hack has already cost Anthem about $230m in legal and consultant fees. 

Yahoo! reported two major data breaches of user account data to hackers 
during the second half of 2016. The first announced breach, reported in 
September 2016, had occurred sometime in late 2014, and affected over 
500 million Yahoo! user accounts. A separate data breach, occurring 
earlier around August 2013, was reported in December 2016, and affected 
over 1 billion user accounts.
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Q&A

4119 June 2018

Keep Calm and Ask An Actuary


